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Body Camera Evidence 

Evidentiary Considerations 

► Chain of custody 

► Technical controls to protect against tampering, 
destruction of evidence and unauthorized access 

► Authentication issues 

► Expert witnesses to explain camera function 

► Retention of evidence 

► Spoliation of evidence 

► Brady and Giglio considerations 
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Historical 

Perspective 


► Fatal officer involved shooting of Michael Brown, an 
unarmed black teenager, occurred in Ferguson, 
Missouri in 2014; no body-worn cameras (BWCs) were 
worn by responding agencies at the time. 


► In 2015, the Justice Department awarded 

approximately $23 million in funding for BWCs to build 
on President Obama's proposal to purchase 50,000 
BWCs for law enforcement agencies within three (3) 
years. 


Eyewitness testimony... 
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President Obama after the Grand 
Jury chooses not to indict... 
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Awareness 



► Reporters Committee For Freedom of the Press 

► Interactive, online map of the United States showing the current status 
of police department policies and state legislation concerning BWCs 
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Awareness 


► ACLU of Mississippi 

► 2017 Striking the Right Balance: 
An Analysis of Body-Worn 
Camera Policies in Mississippi 

► Sent FOIA Requests to 147 local 
agencies 

► Received 65 local policies; ail 
are available online 

► Privacy Protection vs. 
evidentiary tool? 

► Will it be updated to catalog all 
revisions? 

► https://www.aclu- 
ms.ora/en/campaiQns/strikinq- 
riaht-balance-analvsis-bodv- 
worn-camera-policies-mississippi 
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BODY-WORN CAMERA POLICIES SHOULD 
STRIKE THE RIGHT BALANCE OF 

m PRIVACY, 

« PUBLIC ACCESS & 

Hi ACCOUNTABILITY. 

IN MISSISSIPPI, POLICIES LARGELY FAIL 
TO COMPLY WITH THESE PRINCIPLES. 
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Awareness 



► Bureau of Justice Assistance (BJA) Body Worn Camera 
Pilot Implementation Program 

► Operated by the Bureau of Justice Assistance (BJA), part of the 
Department of Justice's (DOJ) Office of Justice Programs (OJP) 

► Grant program began in 2015 with $20 million 

► OJP enhanced funding to the BWC Pilot Implementation Program by 
adding over $2.5 million, bringing it closer to the $23 million dollar mark 

► Awarding grants every year since 2015 
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BWC Policy Implementation Program 

2015 Awards Map 


2015 
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BWC Policy and Implementation Program 

Awards Map 
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2016 
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■state 

Locality 

| Federal Award 

MN 

Shakopee 

$ 

60,000 

MN 

Brooklyn Park 

s 

50,038 

MO 

Hazelwood 

$ 

56,321 

MS 

Peail River Community College 

$ 

13,471 

NC 

Raleigh 

$ 

600,000 

NC 

Greensboro 

$ 

300,000 
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BWC Policy and Implementation Program Sites 


► I . Mill* 


BWC Policy implementation Program Award Man 


2017 


76.500 

52.500 
25,000 
30,000 

123,000 
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13,445 
27,000 
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MN 
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East Lansing 

University of Michigan 

La Crescent 

New Ulm 

St. Anthony 

Bloomington 

Lincoln University 

Cape Girardeau 

Regional Justice Information 

Service 

Canton 


$ 435,304 

$ 25,000 
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Awareness 



Preliminary 

Hearings 

Use as a discovery tool! 
What to potentially ask: 


FOIA Requests 

Submit individual requests to 
your local agencies. 

Sample FOIA requests online. 

What to potentially ask for: 

-Copies of all versions of BWC 
policies adopted by agency 
over a time period versus a 
copy of the specific BWC policy 
in effect at a particular time 

-Names of all officers outfitted 
with personal BWCs 

-list of all units outfitted with 
dash cameras 


-Names of all responding 
officers 

-Whether BWCs were worn by 
each 

-At what point the BWC was 
activated/deactivated during 
an encounter 

-Describe the efforts 
undertaken to preserve the 
BWC footage 

| -Ask whether the officer has 
watched the BWC video 


Discovery 

Requests 

Brody and Giglio considerations 

Aim to require prosecutors to 
respond in writing or verbally on 
the record to each request to 
put them "on the hook" 

Ask for both department issued 
BWC footage as well as 
individually owned BWC 
footage 
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Analyzing the policy 


I 


Standard Operating 
Procedure 


Effective Date 


Revision Date 


November 8. 2016 November S. 2016 



Analyzing the policy 



IV, PROCEDURE 
A, Equipment 

Department issued WVR’s are intended for official Departmental use oniy 
and arc not to be used for frivolous or personal activities. Intentional 
misuse or abuse of lire units will result in disciplinary action, 

1. Officers will use only those WVR’s issued aud approved by the 
Department The wearing of personal video recorders may be authorized if 
no Departmental issued WVR is available, 

2. WVR’s will be assigned to all Full Time Officers 

a The issuance of each WVR will be documented and. main tamed by the 
Captain, 

b. WVR’s will not be rotated at shift change and will remain tlie 
responsibility of each assigned officer. 

3. WVR’s will be considered issued equipment until relinquished at the 
direction of lire officer 
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Analyzing the policy 



B. Officer Responsibility 

1, Prior to beginmnga shift, officers assigned a "WVR will ensure it's 
by conducting an operational inspection. 

a. Any problems preventing the use of the unit during the shift will be 
reported to the immediate supervisor. 

2, Officers will activate the unit to record during each citizen encounter 
related to a call for service, enforcement action, traffic stop, and/or police 
service to assist in the performance of ihcir duties as necessary and at the 
discretion of the officer. Additionally, tactical activities such as building 
searches, searches for suspects, and building checks at alarms will be 
recorded to assist in the j>eifonnance:of their duties as necessary and at tire 
discretion of the officer. 

3, Officers will download video to the server upon indication that the 
device is nearing capacity and at the end of each shift. Flag or bookmark any video 
related to a criminal or traffic case, or that may bo useful to the Department for training 
purposes 


Analyzing the policy 



C. Supervisor Responsibility 

Lit is incumbent on supervisors to ensure officers utilize WVR’s according 
to policy guidelines. 

2 . Supervisors will conduct random weekly reviews of selected recordings in 
order to assess officer performance as well as flag videos that may be appropriate for 
train] ng purposes. 

3. If a complaint is associated with a recorded event, or on officer believes 
an incident may generate a complaint, the supervisor will flag the video for indefinite 
retention. 
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V, WEARABIBAUDIO/VJDEO RKO iHtirsd MEDIAMANGEMTWT 
AND CONTROL 


A Oflkm uiinf v s h WVR'!» will ilownl'iU all slvrtd ronii* daily r«s a 
portable, external hard Olive -Jota*;* ruj-plml hi the *<;uad r*»m IWr iKltaa should 

it^irc m least !W> days of archiving for unused data. 


B WVR. digital dai* containing information i(w! maybe of value for Cite 
prosecution oi in any criminal or civil adversarial jwceeciag snail be safeguarded a# 
other form* of evidence As such, this data will he subject W {he same security 
restrictions a;xl chain of evidence eaiegujnh as any evidence Such data will he 
“burned", Iroiii ihtf external hard drive, to DVD, e?CD, tagged and placed into evidence 

C Olficeis maintainh-g this type of recording media will: 

1. Transfer all 4ala to the hud drive daily, 

2. Will cieatc an official copy to be lopgod and scored as evidence for any 
icu>idui& deemed ofe.vxdfmUry vrine 

1. Will ensure rtut any events stored vm lie haul drive will be saved 
indefinitely tor felony cases for a minimum of JK> days beyond final court di^osilicn lot 
misdemeanor eases. 



Analyzing the policy 



D. VIDEO PURGE 

In compliance with the Poplarvilie Police Department Records 
Retention Schedule, video will lie automatically purged front the server no later than 
twelve (12) months from the date of download, the only exception will be dm? video 
which has been flagged for indefinite retention 
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Statewide Body 
Policy Initiative 

-Worn Camera | 

Senate 

House 

-2018 SB 2283 

-2018 HB 675 

-2016 SB 2490 

-2017 HB 635 


-201 6 HB 669 


-2015 HB 1279 


BWC Manufacturers 
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Malfunctioning BWCs 


m 

»»• 



The ongoing problem of conveniently 
malfunctioning police cameras 



Hackers and BWC Footage 




MOmUAOAffO 


Hackers Can Edit Police Body Cam 
Footage Without Anybody Noticing 

Potto® bodjf canura fooSea* b touted u 
objective and transparent by Uw enloroomerl 
sgttnoU*. but a aeourity raoaaiohar 
dMRorutrated how eaxy It b to manipulate and 

«cco«a body camera Seeing* 


Mitchell demonstrated security vulnerabilities in five different, police body 
earneras—V'ievu, Patrol Eyes, Fire Cam, Digital Ally and CeeSc—and showed how a 
hacker could manipulate or delete footage and associated metadata (such as the 
location, time, and date where the video was shot) as well as expose police officers to 
tracking and surveillance. 


14 







11/1/2018 


Mississippi Cases Addressing BWCs 


► Mississippi Court of Appeals 

► Ferguson v. State. 2018 Miss. App. LEXIS 
451 (Miss. Ct. App. 2018). 

► Attala County - NOT on ACLU list 

► Billups v. State, 2018 Miss. App. LEXIS 461 
(Miss. Ct. App 2018). 

► Columbus Police Dept. 

► Grady v. State, 190 So. 3d 870 (Miss. Ct. 
App. 2015). 

► Lowndes County - NOT on ACLU list 

► Body camera video appeared to 
contradict officer's testimony, but validity 
of search not challenged 

► Badger v. State, 2018 Miss. App. LEXIS 
408 (Miss. Ct. App. 2018). 

► Gloster Police Dept, in Amite County - 
NOT on ACLU list 

► Body camera video revealed during trial, 
but no apparenl motion for mistrial was 
made, Instead knowledge was impaled 
to defendant due lo formed questions 
concerning body cameras on cross 
examination 


► Mississippi Supreme Court 

► Harvey v. State, 247 So. 3d 1258 (Miss. 
2018). 

► Gulfport Police Dept, has body cameras 
and dash cameras 

► Hill v. State, 2018 Miss. LEXIS 364 (Miss. 
2018). 

► Starkville Police Dept, has body cameras 


Double Edged Sword 
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Use of Force 
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Different Perspective 




